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ABSTRACT: In the present Information technology era, the number of users for mobile, email, debit/credit cards, unique
identification numbers is increasing pervasively. This is also bundled with different threats to identity, security, privacy and
financial losses. The situation can be improved by use of an effective identity management system which can address these
issues in present scenario. This paper defines an identity management system, roles in identity management system and
security to prevent different frauds and identity theft incidents. Difference of traditional and modern scope of identity
management is presented. A tree of identity management is provided as a requisite for present IT era.

1. INTRODUCTION
Claub [1] has defined identity management as a tool which uniquely identifies an individual in IT world. An individual
may possess several partial identities for interacting with different people and places. Pato & Center [2] has defined a
process called identity management which is used for granting access to a person or software agent in a system. Identity
Management is considered as a system for maintaining a secure environment with login details. It is a fundamental
principle in business relationship, protects privacy and provides regulatory control. Gartner [3] has defined a discipline
which allows an individual to access, resources for any correct reasons in a secure manner as identity management.
Different roles of identity management system in an organization are shown in Figure 1.
 User Account Repository: There is a centralized repository of accounts with user information. This can be
accessed by different systems and thus provide a central control of user accounts.
 Auditing: All user accesses are controlled and monitored for security purpose.
 Single Sign-On: Identity management enables a technology which allows user to sign-on once in the system.
Then all applications are accessed with further authentication.
 Authentication: Using data residing in central repository, the system authenticate users for their credentials.
 Federation: This includes an external users or group which is provided with delegated user management.
 Authorization Management: This is a system by group to manage user access to resources.
 Delegation: A user or a group of users delegate a user for associated workflow, review or approval purposes.
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Identity management becomes an important tool to understand the risk, whenever any applications are used in incorrect
or inappropriate way and results financial as well data losses. Identity Management (IDM) is considered as a superset
of all the issues concerned with security in the present IT era [4] – [7]. Thus Identity Management becomes the life
cycle maintenance of electronic accounts [8] - [13] and multiple identity management programmes may be necessary
in a shared workspace like cloud computing.

Identity Management Life Cycle (as shown in Figure 2) incorporates a synchronization mechanism for identity
information and a consistent identity data across multiple service providers. The entire identity lifecycle includes
assessing, planning, implementing, auditing, monitoring and maintaining identities & access privileges to the users
[14]. Functionally, the Identity Management is divided into two main components i.e. the provisioning components and
the administrative components. Provisioning means real time provisioning, this leads to federation of user accounts
based on a trusted model. This federation is established at just-in-time the requests are initiated. Provisioning
components contains account creation, account updates, role maintenance and account removal. Administrative
component is to make sure that Identity Management functionalities are dynamic and easy to deploy in different cloud
applications.
IDENTITY MANAGEMENT LIFE CYCLE
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Figure 2: Identity Management Life Cycle

Administrative components contain authentication, authorization and access control. Authentication mechanism is to
make one primary user id as a key to authenticate users with multiple service providers. Using this occurrence of
multiple identities of the same person with different service providers can be limited.
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The authentication component here allows the integration of different authentication mechanisms available such as
Light Weight Directory Access Protocol (LDAP), Central Authentication Server (CAS), Windows Live Hotmail
Authentication mechanism, OpenID etc. Once the user is authenticated by any authentication mechanism, next all
servers trust the user, authorization and access controls are provided. Authorization component provide users the access
across multiple service providers and enforce security policies against external threats. Access control provides the user
control of their identities and supports multiple and discrete identities to protect user privacy.
Identity information obtained without the consent of concerned person can be used for criminal or unintended activities.
Information stolen by online methods includes phishing emails, interception in financial transactions of bank accounts
etc lead to information security breaches. For this Rasmusson & Hansson [15] have proposed two approaches to
information security i.e. hard and soft security. This can be further illustrated with the following examples:
 In a live performance event, where best performance is judged by viewers who are voting through their mobile
phones, the mobile number becomes an identity. There is no check, if a viewer started to vote for the same
performer using multiple mobile numbers. It was reported for small screen stars in Mumbai (India), were
investigated for purchasing 200 pre-paid SIM cards and distributing the same among their friends to vote for
them in the popular reality dance show “Nach Baliye”(The Times of India, October 27, 2006) .
 In the electronic marketplace, a seller may hold multiple identities and create confusion to the buyer by
interacting with him/her using different identities. Buyer will have no idea that he/she is interacting with the
same seller every time.
 last.fm is a social network site where users can recommend music in their groups, colleagues or other persons.
A person who is not able to recommend good music to others gain bad reputation. On the other hand, if this
user creates a new account in last.fm i.e. a new identity, the reputation starts from scratch and he/she is able to
recommend bad music. Listeners may be really bothered with such recommendations and move to other social
networks. In this case, the social network is the one which is seriously damaged by losing users [16].
Many commercially available identity management systems are available like Trew IdM, CA Tech IdM,
Courier IdM, eTrust Horacius IdM, Empower IdM, Hitachi IdM, IBM Tivoli, Microsoft Active Directory,
Novell IdM, Oracle IdM and Quest IdM.
2. IDENTITY MANAGEMENT AND SECURITY
There are several security challenges for using identity management systems as found by Dhamija and Dusseault [17].
There are many tasks performed by users which make identity management systems vulnerable to security attacks. Such
as preference given to identity management system which is available at less cost or bundled free. Easy login and
installation of cookies for remembering passwords is preferred by users. Most of the systems are service provider centric
instead of user centric. They require user authentication which is sometimes leaking important information through
phishing sites. Risk assessment and privacy policy are also not considered in detail which leads to security failure and
loss of resources by users.
Users with many security entitlements and unreliable access restriction form a major challenge to identity management.
There are many security threats associated with security like spoofing, tampering, repudiation, information disclosure,
denial of service and elevation of privilege. There are many frauds and identity theft incidents, some of them are shown
in Table 1.
Table 1: Fraud and Identity Theft
S. No.
1
2

Agency
Federal Reserve (2013)
Bureau
of
Justice
Statistics (2014)

3

Bureau
of
Justice
Statistics (2014)
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Description
Unauthorized transactions which took place in 2012 were 31.1 million.
Identity theft victims in America were 17.6 million in 2014 against 16.6
million victims in 2012.
42 percent of time Identity theft incidents were involved in stolen Credit
Card information in 2014.
65 percent of time financial losses were experienced for Credit Card frauds
in 2016.
Financial losses were $15.4 billion from Identity theft in 2014 whereas
these were $24.7 billion in 2012.
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Identity Theft Resource
Center (2016)

5

Norman (2016)

6

Total Systems Security
(2016)
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1093 Data breaches took place, among these 13.1 percent were from
Credit/Debit card numbers in 2016. Whereas in 2015, 780 Data breaches
took place, among these 20.5 percent was from Credit/Debit card numbers.
Identity theft was 16 percent and 27 percent of US citizens were affected
by loss of credit card information in 2016. Whereas in 2015, Identity theft
was 15 percent and 22 percent of US citizens were affected by loss of
Credit Card information.
For security of online purchases consumers preference is 42 percent for
credit Card, 26 percent for PayPal, 12 percent for Debit Card, 10 percent
for Prepaid or Gift Card and 10 percent had no preference in 2016.

3. TRADITIONAL SCOPE OF IDENTITY MANAGEMENT
Identity management software is mainly used to help users in gaining access of resources in a system, efficiently use
them and provide compliance with peripherals [18]. Traditionally the identity management system was expected to
provide following;
 A unique user id and password for gaining access in the system. This is bundled with PINs (Personal
Identification Number) for financial transactions.
 A system which can handle users list of contact numbers, emails, personal or official addresses and prevent
spam or unwanted calls.
 Make use of digital signature to prevent any unwanted access to resources and thefts of identity.
4. MODERN SCOPE OF IDENTITY MANAGEMENT
Tree of Identity Management (Figure 3) has been expanded to provide the modern scope in present IT era. The
functionalities include:
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Policy for defined access to computer resources.
Defined rules in cases of identity theft and breaches.
Access levels to resources in secure manner.
Up gradation system which can support new services easily.
Automated workflow from planning, resource allocation, coding and testing phases.
Quick response to through decentralized system.
Single password management system for ease of users.

5. CONCLUSION:
Identity Management needs are changing day by day with the growing number of users and increasing risks of security.
The software and applications are becoming more and more complex which in turn are also increasing the risks in
terms of security and identity. Hence the identity management needs to be seen in a more detailed perspective
considering all sub-aspects. So, the identity management definition and tree will help on evading.
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