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Abstract: There are a continuously rising number of customers who use electronic banking because of its expediency. But the
security and privacy of Information may be one of the prime concerns to the Electronic banking users. The issue with
Electronic banking applications is that they send information straightforwardly to customer in plain text form compromising
with security. The solutions to the security issues require the use of software-based solutions that occupy the use of encryption
algorithms. For this we suggest a challenge/response -based short-time password authentication methods using Symmetric
cryptography in mixture with Software Security model. In this conceals bank hides clients transaction data is secure SMS using
IDEA symmetric cryptographic algorithm and propel it to customer application supported handset. Customer application
decodes information in secure manner the encryption and decryption are characterized by a secret key that the legal parties
have to posses. So, in face of the present security issues and the developing number of attacks and consequent frauds, new
internet banking systems ought to be planned as to given better authentication and identification.
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I. INTRODUCTION
The security models for online banking systems currently in use are emphatically based on Internet banking user
identification and authentication methods, which are also the mechanism where most Internet banking systems'
vulnerabilities are found. The existing SMS system does not have any built-in procedure to authenticate the text and
offer security for the text transmitted as data, because most of the applications for mobile devices are designed and
developed without taking security into consideration.
1(a) Security:
Security of the transactions is the prime concern of the Internet-based industries. The lack of Security may result in
serious damages the security issue that will be further discussed in the next section along with the possible attacks due
to the inadequate protections. The examples of potential hazards of the electronic banking system are transferring
funds, and minting electric currency, etc.
1(b) Authentication:
Encryption may help to make the transactions more secure. The Internet of today has turned into a fundamental piece
of our Everyday life and the proportion of users expecting to be able to manage their bank accounts anywhere, anytime
is constantly developing. As such, Internet banking has come to age as a crucial segment of any financial institution’s
multi-channel methodology, based on the assumption that only an authentic user is able to do so, successful
authentication ultimately enables a certified user to access his private data.
1(c) Short-Time Password Solution:
Taking into consideration today’s pervasiveness of malicious software and phishing attacks, any Internet banking
solution must be defiant against stealing attacks. To overcome from this we suggest a challenge/response-based shorttime password authentication method by means of symmetric cryptography in combination with a Software Security
Model. The short-time password solution is in use at in software-based security systems, the coding and decoding of
information is done using specialized security software.
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Fig 1: Architecture of Secure Transaction
The Figure (1) illustrate the Architecture of the Secure Transaction, where the Bank Server send the Encrypted
message to the User and the User Decrypt’s the message [8, 9], the encryption and decryption are characterized by a
secret key that all legal parties have to posses. The application is build up using programming language Java and the
J2ME environment. [10, 11]
II. SECURE SMS MESSAGES USING CRYPTOGRAPHY
The majority of the attacks directed at online banking systems target the user (the weakest link in the Chain), focusing
on getting authentication and identification information through the use of Social engineering and compromising the
user’s Internet banking access device in order to install malware which repeatedly performs banking transactions
distant from obtaining authentication data. This fact indicates that secure internet banking systems should afford
security mechanisms as user independent as possible, mitigating the risk of user related information’s leaks and
security issues affecting the system and leading to fraud
2(a) SMS Security Algorithm: The International Data Encryption Algorithm (IDEA)
SMS messages are occasionally used for the exchange of confidential data such as social security number, bank account
number, password etc. A typing mistake in selecting a number when sending such a message can have severe
consequences if the message is understandable to any unauthorized receiver. In this application for sending encrypted
SMS messages using cryptographic methods based on the IDEA Algorithm. The encryption algorithm is characterized
by a secret key. The application is build up using programming language Java and the J2ME environment.
International Data Encryption Algorithm (IDEA) is very sheltered; IDEA operates on 64 bit blocks using a 128-bit key,
and consists of a series of eight identical transformations (a round) and an output transformation (the half-round). The
processes for encryption and decryption are similar IDEA derives much of its security by interleaving operations from
different groups modular addition and multiplication, and bitwise eXclusive OR (XOR)
III. IMPLEMENTATION
In addition, communicating over wireless networks with a mobile device brings its own set of inherent risks. With
familiarity and equipment, it is possible to intercept data most anywhere between your device and the end point of your
intended communication. A J2ME system which is installed in all the mobiles users those who are registered with this
system. The user who received the encrypted message has to enter into this application and present the corresponding
key to decrypt and see the message. The encryption application associated data is in Java 2 Micro Edition (J2ME)
application (MIDlet).
3(a) Bouncy Castle
Bouncy Castle is an open source encryption library; there is a lightweight edition suitable for use with J2ME. Bouncy
Castle is an open source Java API for encrypting and decrypting data. Bouncy Castle is a Java Cryptography Extension
(JCE) provider. JCE is an elective package that provides support for ciphers, keys, and message validation within the
Java 2 Platform, Standard Edition (J2SE). Basically, a provider offers one or more algorithms for the encrypting and
decrypting of data. To date, Bouncy Castle supports over 20 engines. ProGuard is an open source Java class files
obfuscator. This is used to obfuscate the contents, which requires fewer memories to store.
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Fig 3: Shows the Messaging and Encryption Component
To execute the following process, the Sun Microsystems Wireless Toolkit formerly known as Java 2 Platform, Micro
Edition (J2ME) Wireless Toolkit) is used. It is a state-of-the-art toolbox for developing wireless applications that are
based on J2ME’s Connected Limited Device Configuration (CLDC) and Mobile Information Device Profile (MIDP),
and designed to run on cell phones, conventional personal digital assistants, and other small mobile devices. The toolkit
includes the emulation environments, performance optimization and tuning features. Wireless Toolkit is an integrated
development environment (IDE) creates J2ME MIDlet. The WTK contains an IDE, as well as the libraries required for
creating MIDlets.
A MIDlet is created which accepts the text to be encrypted along with the key (Secret key) by using which the
Encryption process is done by using IDEA algorithm. The Symmetric ciphers use the same key to encrypt and decrypt
data, which is known as secret key. That is, the value of the key is kept secret between the two parties – those who
encrypt the data and those who decrypt it.
The J2ME MIDlet which accepts the text and encrypts the text which is send to the user, when the user receives the
Encrypted text can decrypts the text to find the original text. The Short time passwords or any Bank related confidential
data can be secured by the using the Cryptographic techniques.
IV. CONCLUSION AND FUTURE WORK
Internet banking is offering its customers with an extensive range of services. Customers are able to interact with their
banking accounts as well as make financial transactions from virtually anywhere without time limitations. In order for
electronic banking to continue to grow, the security and the privacy aspects need to be enhanced. With the security and
privacy issues resolved, the future of electronic banking can be very wealthy. The future of electronic banking will be a
system where users are able to interact with their banks “worriless” and banks are operated under one common
standard. The security models for online banking systems currently in use are strongly based on Internet banking user
identification and authentication methods, which are also the components where most Internet banking systems’
vulnerabilities are found.
This paper describes current online banking problems and discusses the need for security testing for online banking.
The system allows user to carry out all banking transaction securely from anywhere, anytime. We have implemented
system using symmetric key IDEA algorithm.
In future better power consumption algorithm like blowfish can be tried out. Steganogrpahy can also be applied for
secure Internet banking and mobile banking transactions. We can use concept of STK, SIM application toolkit where
bank can stored the application and encryption keys on SIM.
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